—BE MORE—

SECURE

with MICRO-SEGMENTATION
THE CURRENT SECURITY MODEL IS BROKEN
Attacks continue to be successful.
The average company experiences
two successful attacks each week.1
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Attacks are taking a bigger toll.
The cost of data breaches
to companies also continues
to increase.2

2014

Perimeter security falls short
for server-to-server traffic.
Designed to work from north to
south, or client to server, it’s not
designed to handle east-west
data center traffic.

MICRO-SEGMENTATION IS THE ANSWER
A better model requires an entirely different approach.
Micro-segmentation enabled by network virtualization enables
these key functions:
1. ISOLATION

2. SEGMENTATION

No communication
across unrelated networks

SECURITY WITH

3. ADVANCED SERVICES

Controlled communication Tight integration
within a network
with leading third-party
security solutions

NETWORK VIRTUALIZATION MAKES
MICRO-SEGMENTATION POSSIBLE
Micro-segmentation builds security
into your data center’s DNA for:
Improved Security
Micro-segmentation with VMware NSX™
can help stop the spread of malware
within the data center.

Improved Agility
Because VMware NSX works in
software, it enables faster delivery of
networking and security services.

Improved Flexibility
Create more flexible, and even
automated adaption to changing
demands and security conditions.

VMWARE NSX: THE NETWORK VIRTUALIZATION
PLATFORM THAT BUILDS SECURITY
INTO YOUR DATA CENTER’S DNA
VMware NSX, creates a virtual network with security policies
tied to your virtual network, virtual machine and operating
system. With micro-segmentation enabled by VMware NSX,
your data center now has security infused into its operational
DNA, so you can:
Create security policies
that mirror data center resources,
and are not constrained by a
physical network topology.

$$$$$$

Eliminate costs and inefficiencies
of over-subscribing core links by
keeping VMs on the same subnet.

Create a new VDI policy
in minutes while maintaining
your existing policies.

BE MORE SECURE WITH MICRO-SEGMENTATION
FROM VMWARE NSX
Learn more about how VMware NSX delivers security, flexibility,
agility and cost savings.
Visit us online at vmware.com/products/nsx
Helping Customers Solve Business Problems Through Technology

Global State of Information Security Survey 2015, PriceWaterhouseCoopers, 2014

1

2

Cost of Data Breach Study 2014, Ponemon Institute 2014

For more information contact: NWN Corporation
info@nwnit.com
866-343-7668
www.nwnit.com

